MpunoxeHne Ne 29 k PO®P, Ne 24 k P1O

YTtBepxaeHo lMpukasom Ne 1/21-04-2023 ot 21.04.2023
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PEKOMEHOALUWMW no obecneveHmnto MHPopmMaLuMoHHOM 6e30nacHOCTM
NPy NCnonb3oBaHNN NHAPOPMALMOHHbLIX TEXHOMOMNI

OO0 bpokepckass komnanua lNMnatcdopma (oanee — OpraHusaunsi) CTaBUT CBOEW Lienblo obecneynTb
npegocTaBneHve YCryr Ha BbICOKOM W npodeccuoHanbHOM ypoBHe. [na  asBToMaTusaumm
npeaocTaBneHns yenyr UCnonb3ylTcs MHAPOPMaLMOHHbIE TeXHONOrMn. MIHPopMauUMOHHbIE TEXHOMNOrMK
HecyT B cebe npucywime mm puckm mHdopmaumoHHon 6esonacHoctu. OOO Bpokepckass komMnaHus
MnaTtdopma gosoaunt Ao ceegeHus KnveHtos ([enoHeHTOB) HXecneayLwmne pekoMeHgaumy no sawmre
nHdopmaumm, B TOM uMcne O Mepax no npedoTBpalleHMI0 HeCaHKUMOHMPOBAHHOro Aoctyna K
3awmwaemont MHdopmMaumun, Hanpumep, npu ytpaTte (notepe, xuweHum) Knuentom (JenoHeHTOM)
YCTPOMCTBA, C Ucnonb3oBaHvem kotoporo KnueHtamu (JenoHeHTamum) coBeplianucb AEVCTBUSA B LIENSX
OCyLLeCTBMNeHNs (OMHAHCOBOM oOnepaunu, KOHTPOS KOH(WUrypaumm YCTPOWCTBA, C WCMOfIb30BaHUEM
KOTOPOro COBEpLUATCA AENCTBUA B LIeNsAX OCYLLEeCTBNeHNs (PUHaHCOBOW onepaLun, 1 CBOEBPEMEHHOMY
0BHapyXeHUo BO3AEeVCTBNA BPeAOHOCHOrO KoAa:

1. TpeboBaHuss MHOPMALMOHHON 6e30MacHOCTU OTpaXeHbl B AOKYMEHTaX, OoopMIseMblX Ans
npegocTtasneHus OpraHvaaumnen Toin Unn MHoi ycnyrin. BHuMaTenbHO 03HakoMbTeCh C pasdenom,
NOCBSILLEHHbIM MH(OPMaLMOHHO 6e30NacHOCTH.

2. Ob6ecneybTe 3aUMUTY YCTPOUCTBA, C KOTOPOro Bbl OCYLLECTBNSAETE (DMHAHCOBbLIE Onepauun. K Takum
MepaM MOryT OTHOCUTbCS, BKIOYasi, HO He OrpaHMYnBasiCh:

. Hann4yne nuueH3npoBaHHOIO MnporpaMmmMmHoOro obecneveHns, nony4yeHHoro wm3 AoBepeHHbIX
MCTOYHUKOB;

e HanunuMe cpeacTBa 3alMTbl, TakMX Kak: aHTUBUPYC (C PerynsipHo ”U CBOEBPEMEHHO
o6HoBMNsIeMbIMU Gasamu), NEPCOHaNbHbLIN MEXCETEBOW 3KpaH, 3aluUTa HaKonuTens;

e  HacTpoWka npaB AOCTyrna K YCTPOWCTBY C LENb0 HEBO3MOXHOCTU HECaHKLMOHUPOBAHHOIO
[0CTyna;

o XpaHeHune, ncnonb3oBaHne yCTpOVICTBa C uenbko nsdexartb PUCKOB KpaXu nvnun yrepu;
o 3anpeT Ha YCTaHOBKY I'IpI/IJ'IO)KeHI/II7I M3 HenpoBepeHHbIX NCTOYHUKOB.
3. JJononHuTenbHo:

. 6y,D,bTe OCTOPOXKHbI Mpn nosty4eHnn nncem Co CCbifikaMn 1N BITOXKEHUAMU, OHU MOTYT NMPUBECTU K
3apaxeHuto Ballero yCTpOVICTBa BpeaOHOCHbIM KOOOM. Bpe,ﬂOHOCHbIVI Kod, nonas Kk Bam yepes
NOYTy WUINN UHTEPHET CCbIJNIKY Ha canT, MoXeT nonyynTb AOO0CTyNn K NoObIM  OaHHBIM U
MH(*)OpMaLI,I/IOHHbIM cucrtemam Ha Ballem yCTpOVICTBe;

e  VMeWTe B BMAOY, YTO MOLUEHHWKM MOFyT CO34aBaTb MOAOENbHblE CaTbl, UCMOSb3YS CXOXYH
LiBETOBYIO raMMy W HasBaHWe OpraHusauun, HanpaensaTb NogdenbHble NMCbMa, Kak Obl OT Nuua
OpraHuszauuun, byabTe MakcMManbHO BHUMATESbHbI;

. BHMMaATEIbHO FIpOBepﬂIZTe agpecarta, OT KOTOpOoro npuLIo n1MCbmo. Bxogsilee nMcbMo MOXeET
ObITb OT 3MOyMbILUNEHHUKA, KOTOprVI MacCKunpyeTcsa nog OpFaHI/I3aU,I/IIO NN NHbIX OOBEPEHHbIX
1d, B TOM Yucne m noa HpeﬂCTaBMTeﬂeVI OopraHoB BnacTu,

e  OyabTe OCTOPOXHbI MPY NMPOCMOTPE MHTEPHET CanTOB, Tak Kak BPEAOHOCHBIA KO MOXET ObITb
3arpyxeH ¢ caunTa;

e OyabTe OCTOPOXHBI C pavnamm B apxvMBe C MaposieMm, Tak Kak B TakoMm danne MoxeT ObiTb
BPEeAOHOCHbIN KOz,

° KOHTpONMpynTe HeobXxoaMMOCTb OBHOBMEHUSA OMEpPaLMOHHON CUCTEMbI B YacTu OBHOBREHWUN
6esonacHocTu. Mmerite B BUAY, YTO OGHOBNEHNSI CHKAIOT PUCKN 3apaXeHUst. 3rOoYMbILLMEHHNKN
4acTO MCMONb3YIOT CTapble Y93BUMOCTY;
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He 3axoguTe B CUCTEMbl yAaneHHOro AOCTyna C HeOOBEpPEHHbIX YCTPOWCTB, KOTOpble Bbl He
KOHTponupyeTe. Ha Takux ycTponcTesax MOXeT ObiTb BPEAOHOCHbIV KO, COOMpaloLLmMiA Naponum u
naeHTudmKaTopbl AOCTYNa UnNu CrnocobHbIV NOAMEHUTL ONepaLmio;

aHanu3upyiTe MHopMauuio B npecce M Ha caite OpraHv3aumMn O MOCNEAHUX KPUTUYHBIX
YSI3BUMOCTSIX U O BPEAOHOCHOM KOZE;

XpaHuTe B TanHe ayTeHTU(MKaLMOHHbIE AaHHbIE, NonyyeHHble oT OpraHnsauun: naponu, CMC
KOObl, KOOOBblEe CrOBa, 3aKpbiTble Kro4M, cepTudmkaTbl, a B Cry4yae KomnpomeTtauum
HeMeaneHHo NpMMUTEe Mepbl AN CMEHbI U/ GITOKNPOBKY;

Npy HaNMuuM B paMKax BalLEero NpoAyKTa CepBuca KOHTaKT LEHTPa, OCYLLECTBANTE 3BOHOK TOSbKO
no Homepy TenedoHa, ykasaHHOMY B JOroBOpe, Of1sl OCYLLECTBIeHMs] 3BOHKOB B OpraHusauuio
ncnonb3yinte TenedoH OpraHusauum n3 PernameHTta ob6cnyxmBaHns Ha MHAHCOBBLIX pbiHKaXx. U
nMeriTe B BUAY, YTO OT Nnvua OpraHusaumy He MOryT NOCTynaTb 3BOHKM MI COODLLEHMS], B KOTOPbIX
ot Bac TpebytoT nepegatb CMC-koga, naponb, HoMep KapTbl, KOAOBOE CIIOBO U T.4.;

KO[OBOE CrOBO MOXET OblTb 3anpoLleHo ToNbKo, ecnu, Bbl camMu No3BOHMNM MO TenedoHHbIM
HOMepaM, ykasaHHbIM B perfiaMmeHTe 06Cny»KMBaHMs Ha OUHAHCOBbLIX PbIHKAX;

uMelniTe B BuAY, YTO, €CnvM Bbl NepegaeTe Baw TeneoH WWUNM YCTPOMCTBO APYrMMm
Nosib3oBaTesIsiM, OHW MOTY YCTAHOBUTb Ha HEro BPEeAOHOCHLIN Kof, a B Criydae Kpaxu Unn yTepu
3/I0YMBbILUSIEHHMKM  MOTYT BOCMONb30BaTbCA WM ANs AOCTyNa K CUCTEMaM, KOTOpbIMM
nosb3oBanuck Bol. B cBsI3n ¢ aTuUM Npu yTepe, kpaxke TenedoHa, UCNosib3yeMOoro Ans nosy4eHus
CMC kogoB unm gocTtyna k cuctemMam opraHuaaumm ¢ MoGurnbHOro NpunoXxeHus:

1) HesameanuTenoHo  npouHgopmupoBaTb  OpraHusaumio  Yepe3  TenedoHbI
OpraHusaumu, ykasaHHble B perfameHTe 00CnyKMBaHus Ha (OUHAHCOBbLIX PbIHKAX;

2) LuenecoobpasHo MO BO3MOXHOCTM OMEpaTMBHO C Y4E€TOM MPOYMX PUCKOB W
0COBEHHOCTEN NCMONb30BaHMA Ballero TenedoHa 3abnokuposatb U NepeBbiNnyCTUTb
CUM KapTy, a Takke CMeHuTb napornb B MobunbHoe npunoxeHue. lNpu yTepe nHoro
yCTPOMCTBA MIN NOAO3PEHUM HA HECAHKLUMOHUPOBAHHLIN AOCTYN — CMEHWUTb Maporb,
BOCMNOMb30BaBLUNCb APYrMM JAOBEPEHHbIM YCTPONCTBOM M/Mnu 3abrokMpoBaTthb 4OCTYyN,
obpaTuBLuuck B OpraHnsauuio;
nyywe Bcero wucnonb3oBatb Ans  (UHAHCOBLIX OMepauvn OTAenbHOoe, MaKCUMarbHO
3alyLLeHHoe, YCTPOWUCTBO, AOCTYN K KOTOPOMY eCTb TOSbKO Y Bac;

KOHTpoOnupynte cBon TernedoH. B cnyvae Bbixoga W3 CTPOS CUM KapTbl, He3aMeaIMTeNLHO
obpallanTechb K COTOBOMY onepaTopy Ans YTOYHEHUSI MPUYMH U BOCCTaHOBIEHUS CBA3K;

aHanmsmpyVlTe BbINUCKK, OCTaTkn no Bawwum cdetam, BbisSBRsnTe pacxoxneHud, B cCliy4dae
Hann4yuA - 06pau.|,a|7|Ter B OpraHm3au,|/|+o Aana BbIACHEHUA NPUYNH.
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