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PEKOMEHOALMWU no obecneuveHnto nHpopmaumoHHon 6e3onacHoCTu
NpU UCNOMb30BaHNUN MHPOPMALIMOHHLIX TEXHOSOMMI

OOO bBbpokepckas komnaHua lNnatcopma (nanee — OpraHusaunsi) CTaBUT CBOEW Lenbio obecneyunTb
npegocTaBneHne ycryr Ha BbICOKOM UM npodheccuoHansHoM  ypoBHe. [ns  aBTOMaTtusaumu
npenocTaBneHust yCrnyr UCnonb3yTcst MHOPMaLMOHHbIE TeXHONOrMKU. VIHPOPMaLMOHHLIE TEXHOMOMMK
HecyT B cebe npucywime mm puckm mHdopmaumoHHon 6esonacHoctn. OOO Bpokepckas koMnaHus
MnaTtdopma goBoauT Ao ceegeHus KnveHToB ([enoHeHTOB) HXecneayoLlmne pekoMeHgaumm no 3awmre
uHdopmaumMm, B TOM uYMcre O Mepax Mo NpedoTBpaLlEHMI0O HeCaHKUMOHMPOBAHHOIO AocTyna K
3awmwaemont MHdopmMaumu, Hanpumep, npu ytpaTte (motepe, xuweHum) KnueHtom (JenoHeHTOM)
YCTPONCTBA, C Ucnonb3oBaHvem kotoporo KnueHtamu (JenoHeHTamMu) coBepLianucb OEWCTBUSA B LIENAX
OCYLLECTBMNEHUS (PMHAHCOBOW Onepauun, KOHTPOS KOHUrypauum yCTPOWCTBA, C WUCMOMb30BaHWEM
KOTOpPOro CoBepLUaloTCs AENCTBMSA B LENAX OCyLLecTBNeHMs (OUHAHCOBOW onepauun, 1 CBOEBPEMEHHOMY
obHapyXeHuto BO34eNCTBUSA BPEAOHOCHOIO Koaa:

1. TpeboBaHusa nH(OpMaUNOHHON Ge3onacHOCTU OTpaXkeHbl B AOKYMEHTax, odopmnsembix Ans
npepoctasneHns OpraHusaumen Ton Unm UHOM ycnyru. BHumaTenbHO 03HakOMbTECh C pas3gernom,
NOCBALLEHHbIM UHOPMALMOHHOK Be3onacHOCTW.

2. Ob6ecneybTe 3aUMUTY YCTPOUCTBA, C KOTOPOro Bbl OCYLLECTBNSAETE (DMHAHCOBbLIE Onepauun. K Takum
MepaM MOryT OTHOCUTbCS, BKIOYasi, HO He OrpaHMYnBasiCh:

L] Hanuyme nuueH3npoBaHHOINo nporpamMmmMHoro obecneyeHus, nony4eHHoro un3 OoBepeHHbIX
MNCTOYHUKOB;

e  Hanunuue cpeacTBa 3aliMTbl, TakMX Kak: aHTMBUPYC (C perynsipHo M CBOEBPEMEHHO
obHoBnsieMbIMK 6asamu), NeEPCOHANbHbIN MEXCETEBOW 3KPaH, 3aLlmTa HakonuTens;

. HaCTpOVIKa npaB Agoctyna K yCTpOVICTBy C uelibio HeBO3MOXXHOCTU HeCaHKLUMOHUPOBAHHOIO
aocTyna;

e  XpaHeHwe, NCMOoNb30BaHMe YCTPONCTBA C Lenbio n3bexaTb PUCKOB Kpaxu n/vnu ytepu;
o 3anpeT Ha YCTaHOBKY I'IpI/IJ'IO)KeHI/II7I M3 HenpoBepeHHbIX NCTOYHUKOB.
3. JononHuTenbHo:

. 6y,D,bTe OCTOPOXKHbI Mpn Nnosty4eHnn nncem Co CCbifikaMn 1 BITOXKEHUAMU, OHU MOTYT NMPUBECTU K
3apaxeHuto Ballero yCTpOVICTBa BpeaOHOCHbIM KOOOM. Bpe,ﬂOHOCHbIVI Kod, nonas Kk Bam yepes
NOYTy WM UHTEPHET CCbIJIKY Ha cant, MoxeT nonyynTb AO0CTyNn K NoObIM  OAHHLIM U
VIH(*)OpMaLI,I/IOHHbIM cucrtemam Ha Ballem yCTpOVICTBe;

e  UMeNTe B BMAY, YTO MOLUEHHMKM MOrYT cO3haBaTh NOAAESbHbIE CaTbl, UCMOSb3Ysl CXOXYH
LiBETOBYIO raMMy W HasBaHne OpraHusauun, HanpaensaTb NogdenbHble NMCbMa, Kak Obl OT nuua
OpraHuszauuun, byabTe MakcMManbHO BHUMATESbHbI;

. BHMMaTEI1bHO FIpOBepﬂIZTe agpecarta, OT KOTOpOoro npuLio n1Mcbmo. BxoasiLee nMcbMoO MOXeET
ObITb OT 3M1OyMbILUNEHHUKA, KOTOprVI MacCKupyeTcsa nog OpraHmsau,mo NN NHbIX OOBEPEHHbIX
id, B TOM Yucne mn noa I'Ipe}J,CTaBVITeJ'IeVI OopraHoB BnacTu,

. OyabTe OCTOPOXHbI MPU MPOCMOTPE UHTEPHET CanToB, TaK Kak BPeOOHOCHBIN KOO MOXET ObITb
3arpyxeH ¢ canTa;

e  OyObTe OCTOPOXHbI C hainamu B apXuBe C MapofieM, Tak Kak B Takom dhaiinie MoXeT GbiTb
BPeOOHOCHbIN KOA;

e  KOHTPONUpyWTEe HEeO6XOoOAMMOCTb OBOHOBIEHMS OMEepaLUoOHHOW CUCTEMbl B 4YacTu OBHOBIEHWN
6esonacHocTu. MimeriTe B BUAY, YTO OOHOBINEHUS CHIDKAIOT PUCKM 3apaxeHnsl. 3M0yMbILLNEHHNKN
4YacTo NCMONMb3YIOT CTapble YA3BUMOCTY;
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He 3axoguTe B CUCTEMbl yAaneHHOro AOCTyna C HeOOBEpPEHHbIX YCTPOWCTB, KOTOpble Bbl He
KOHTponupyeTe. Ha Takux ycTponcTesax MOXeT 6biTb BPEAOHOCHbIV Ko, COBMpaloLLmiA Naponu u
naeHTudmKaTopbl AOCTYNa UnNu CrnocobHbIV NOAMEHUTL ONepaLmio;

aHanu3upyiTe MHopMauuio B npecce M Ha caite OpraHv3aumMn O MOCNEAHUX KPUTUYHBIX
YSI3BUMOCTSIX U O BPEAOHOCHOM KOZE;

XpaHuTe B TanHe ayTeHTU(MKaLMOHHbIE AaHHbIE, NonyyeHHble oT OpraHnsauun: naponu, CMC
KOObl, KOOOBblEe CrOBa, 3aKpbiTble Kro4M, cepTudmkaTbl, a B Cry4yae KomnpomeTtauum
HeMeaneHHo NpMMUTEe Mepbl AN CMEHbI U/ GITOKNPOBKY;

Npy HaNMuuM B paMKax BalLEero NpoAyKTa CepBuca KOHTaKT LEHTPa, OCYLLECTBANTE 3BOHOK TOSbKO
no Homepy TenedoHa, ykasaHHOMY B JOroBOpe, Of1sl OCYLLECTBIeHMs] 3BOHKOB B OpraHusauuio
ncnonb3yinte TenedoH OpraHusauum n3 PernameHTta ob6cnyxmBaHns Ha MHAHCOBBLIX pbiHKaXx. U
nMeriTe B BUAY, YTO OT Nnvua OpraHusaumy He MOryT NOCTynaTb 3BOHKM MI COODLLEHMS], B KOTOPbIX
ot Bac TpebytoT nepegatb CMC-koga, naponb, HoMep KapTbl, KOAOBOE CIIOBO U T.4.;

KOLIOBOE CrIOBO MOXET ObITb 3anpoLLEeHO TONbKO, ecrnin, Bbl camy No3BoHWUM No TenedOoHHbIM
HOMepaM, yKasaHHbIM B perfamMeHTe 06CnyKMBaHs Ha (OUHAHCOBbLIX PbIHKAX;

uvenTe B BMOY, YTO, €Cnv Bbl Nepegaete Baw TenedoH WWAM YCTPOWCTBO OPYrMM
Monb30BaTeNsiM, OHU MOTY YCTaHOBUTb Ha HEro BPe4OHOCHLIN Ko, a B Criy4ae Kpaxku Unm ytepu
3MIOYMbILUMEHHMKM MOTYT BOCMOMb30BaTbCA MM AN AOCTyna K cucteMam, KoTOpbIMU
nonb3oBanuck Bbl. B cBA3M ¢ 3TM Npu yTepe, kpaxe TernedoHa, UCNonb3yeMoro Ans Nosy4YeHus
CMC koposB:

1) He3ameanuTenoHo  nNpouHgopmupoBaTs  OpraHusaumio  Yepe3  TenedoHbI
OpraHusaumu, ykasaHHble B perfameHTe 06CnyKMBaHus Ha (OUHAHCOBbBIX PbIHKAX;

2) uenecoobpasHo MNO BO3MOXHOCTM OMNEpaTMBHO C Y4E€TOM MNPOYMX PUCKOB W
0ocobeHHOCTEN NCMOoNb30BaHMs Ballero TenedoHa 3abnokupoBaTb U NepeBbinyCTUTb
cum kapTty. Mpu yTepe nHoro yctponcTea nnm Nnogo3peHMn Ha HECaHKLMOHNPOBAaHHbIN
AOCTYN — CMEHUTb Maposib, BOCMOMb30BaBLUNCL APYIMM LOBEPEHHbLIM YCTPONCTBOM
n/unun 3abnoknposaTtb AocTyn, obpatmemch B OpraHnsauunto;

nydwe Bcero ucnonb3oBatTbh Ans  (OUMHAHCOBLIX Ofepauuin  OTAenbHOoe, MaKCMMaribHO
3alLMLLIEHHOE, YCTPOWCTBO, JOCTYN K KOTOPOMY eCTb TONbKO Yy Bac;

KOHTponupymnTe cBon TenedoH. B cnyyae Bbixoga M3 CTpOS CMM KapTbl, He3amennuTenbHO
obpallanTecb K COTOBOMY onepaTopy Ans YTOYHEHUSI MPUYMH U BOCCTaHOBIEHUS CBA3K;

aHanmsmpyVlTe BbINWUCKK, OCTaTkn no Bawwum cdetam, BbisSBRsnTe pacxoxneHud, B Cliy4dae
Hann4yuA - 06pau.|,a|7|Ter B OpraHm3au,|/|+o Aana BbIACHEHUA NPUYNH.
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